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THE DATA PROTECTION BILL 2019
A Blll for ;

and (d) of the Constltutlon, to estabhsh the Ofﬁce i:_ L
~ of the Data Protection Comnnssroner, to make

~ provision for the regulation of the processing of - e
~ personal data; to provide for the rights of data

7 "1subJects and obhgatlons of data controllers and =

..processors, and for connected purposes s

:ENACTED by Parhament of Kenya as follows—— =

PARTI PRELIMINARY .

1 Th1s Act may be c1ted as the Data Protect1on Act e -
= = : : : = ,Short't:ttle_, S e

2019

anonymlsauon means the - removal of personalf?" o

2 In thlS Act unless the context otherwrse requlres—

~ Interpretation.. =

1dent1f1ers from personal data so that the data subject is no" - =

' 1onger 1dent1f1able

= “brometrrc data” means personal data resultmg from e
f _ specrﬁc techmcal processing _based ~physical, - =
physrologrcal or “behavioural charactensatron including
~ blood typing, fingerprinting, deoxyrrbonuclerc acid -
analysrs earlobe geometry, retmal scanmng and vo1ce :

recogn1t10n, = =

“Cabmet Secretary” means the Cabmet Secretary =
responsrble ~for  matters relatmg lnfOrmatlon, o

,fi = commumcatlon and technology,i , : o -
' “consent” means any voluntary, specrflc and 1nformed, e e o s e

{ expressron of wrll of a data subject to process personalr

data

: "‘Data Commlssmner means the person appomted*r-_
e under sectron 6 =t

= ddata controller” means a natural or 1ega1 person =

pubhc authority, agency or other body which, alone or
]omtly with others, determines the purpose and means of

processmg of personal data

~ “data_processor” means a natural or legal person
pubhc ‘authority, agency or ‘other body which processes.‘v -

personal data on behalf of the data controller
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- 77 “data subject means an 1dent1ﬁed or 1dent1ﬁable'/];
natural person who is the subject of personal data e

encryptron _means_the process of convertmg the - =
content of L readable data usmg techmcal means 1nto' =
coded form; : - = , : -

= ﬁhng system means any structured set of personal:
data which is readily accessible by reference to a data =
~ subject or according to specific criteria, ‘whether
~centralised, decentralised or dlspersed on a functlonal or; =L
= geographlcal bas1S~ e s =

“health data” means data related to the state of —
physrcal or mental health of the data subject and includes i

~ records regarding the past present or future state of the
«‘health data collected in the course of reglstratlon foror-—
~ provision of health services, or data which associates the = =
data subject to the provrsron of spec1ﬁc health services;

“identifiable natural person means a person who can’_
—he 1dent1ﬁed dlrectly or indirectly, by reference to an
: :ﬁj identifier such as a name, an identification number, locatton =

~ data, an online identifier or to one or more factors spec1f ic—

~to the physrcal physrologlcal genetlc mental econormc
cultural or s0(:1al or socml 1dent1ty, = T

personal data” means any mformatron relatlng to an =
1dent1ﬁed or identifiable natural person = : '~'

personal data breach” ‘means a breach of secunty =
leadmg to the accidental or ‘unlawful destructron loss,
alteration, unauthorised disclosure of, or access to, personal'i =
data transrmtted stored or otherwrse processed ==

~ “Office” means the ofﬁce of the Data Protectlon' 2
Comrmssroner == e o e

processmg ', means any operat1on or sets of =

operatlons which is performed on personal data or omsels -
~ of personal data whether or not by automated means such

_»;aS;-— S e i ey ;
- (a) collectlon recordlng, organlsanon structurlng,
) storage adaptatron or alteratlon -

= =(c) retneval consultatlon or use =

| - (d) d1sclosure by transrmssmn dlssemmatlon or
otherw1se makrng avallable or
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(e) ahgnment or combrnatron restnctlon erasure or e
destructron = = .

proﬁlmg means any form of automated processmg =
of personal data consisting of the use of personal datato s =
evaluate certain personal aspects - relatlng to a natural
~ person, in partlcular to analyse or. predrct -aspects- -~ - =
concerning that - natural person's race, sex, pregnancy, s
- marital status, health status, ethnic social origin, colour, - = - -
- age, dlsabrhty, rehglon conscience, belief, culture, dress,
j”'language or birth; personal preferences 1nterestsr i =
,' :rbehavrour locatlon or movements . =

pseudonyrmsatron means the processmg of personal =
, data in such a manner that the personal data can no longer ,
—be attributed to a specific data subject without the use of
- “additional information, and such- add1tronal informationis =
_ kept separately and is subject to technical and <
- organisational measures to ensure that the personal datais
~ notattributed to an identified or 1dent1ﬁab1e natural person;

: reglster means the register kept and mamtamed by’""',
= the Data Comrmssroner under sectlon 21; =

S restrrctlon of processmg rneans the markmg of = =
j“stored personal -data with the a1m of hrmtmg therr‘ e e e

processmg in the future; e = :}:7 e =

- “sensitive personal data means data reveahng thef
natural person’s race, health status, ethnic social “origin, -~ -
~_ conscience, belief, genetic data, biometric data sex or the_i

: sexual orientation of the data subject and -

: “thlrd Party” means natural or legal person pubhcg e
~authority, agency or other body, other than the data. subject,;j Ce
~ data controller, data processor or persons who, under the =
~ direct authorlty of the data controller or data processor are'_’,l}':;;' =
authonsed to process personal data """ s

i ”7 s === o Objectand-—  — — ’;'
3 The ob_]ect and purpose of thlS Act 1s E ,purposeofuns
=—ET : Act B T

(a) to regulate the processmg of personal data

(b) to ensure handling of personal data of a data =

Vsubject is. guided by the principles of lawful S

~ processing, mrmrmsatlon of collection, restriction

- to further processmg, data quahty and secunty,ff =
safeguards '
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to protect personal data and

o '(c) to estabhsh the legal and 1nst1tut10na1 mechamsm

o (d) to provrde data subjects w1th nghts and remedres .

to protect their personal data from processmg that
_isnot in accordance wrth this Act = ,

: 14 Th1s Act apphes to the processrng of personal data

e Z(a) entered ina record by or for a data controller or
,_’.processor by makmg use of automated or non-
~ automated means:. -

~ whole or part of : a ﬁhng system

and processes personal data whrle in Kenya or

(11) not established or ordmarﬂy resident in Kenya ;1':. =
‘but processing _personal data of data subjects m =

= ’Kenya

= i-,_;PART II ESTABLISHMENT OF THE OFFICE OF"

DATA PROTECTION COMMISSIONER

o 5 (1) T here 1s estabhshed the offlce of the Data
s oo Protectlon Comrmssroner which shall be a body corporate
~ with perpetual succession and a common. seal and shall in-
**1ts corporate name, be capable of— = =

(@ surng and belng sued

" *'i{ (b) takmg, purchasmg or otherwrse acqurrmg, -

holding, charging or dlsposmg of movable and
1mmovable preperty, : S

= f“:f" 5

- —(c) enterlng mto contracts and

= (d) domg such other legal acts necessary for the

proper performance of the functrons of the Offlce ~

E  Provided that when the recorded personal data e
'r;processed by non—automated means, 1t forms e o

ﬁ;‘;(b) by a data controller or data processor who—i’;‘j,;_{ 'i‘f

Apphcanon e

estabhshed or ordmarrly resident in Kenya =

z 'Estabhshment of
= the Ofﬁce :

(2) The Ofﬁce is des1gnated as a State Offrce 1n =

- accordance w1th Artrcle 260(q) of the Constrtutron

= (3) The Ofﬁce shall comprlse the Data Comrmssroner
as 1ts ‘head and accounting OffICCI' and other staff
f ;appomted by the Data Comrmssroner
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'.'Dlrectorates as may be necessary fo —the b

. (1),. _he Pubhc Servrcec.Cormmssmn shall,
)Si ofthe ‘Data Comrinssxoner

. _.,(3)  The Public Service Commission sh
~ twenty=C one days of receipt of apphcatlo 's unde ’subsect1o

,,?(a) cons1der the apphcatlons recelved “to determine
 their cornphance with this- Act =

f,(b) shorthst quahﬁed apphcants

r’f_(c) pubhsh and pub11c1s :the names of the" apph ,_ants <=
~and the shorthsted apphcants s

_(d) conduct mtervrews of the shorthsted perso
open and transparent process '

}fr(e) nommate three quahﬁed apphcants in th
= ment for the posrtron of Data Comrmssmner and

(f) subrmt the names of the persons 'normna d under
= paragraph (e) to the Cabinet Secretary. :
= '(4) The Cabmet Secretary shall w1th1n fou' en days_"

= ;,’of recelpt of the names of the ‘nominated candldate e

._—accordance with subsection (3)(®), by notice in the Gazette,
~ appoint one of the normnated persons as the 7Data,_'?;f
= Cornrmss1oner ’ - =

»ﬁQuahﬁcanons ofT -
= f‘.,—r Data =5 e
1.1Comnn551oner o

= the Data Comrmsstoner if that person—-

(a) holds a degree from a umvers1ty recogmzed" m*
Kenyam—.::j_z_ e =

(i) datascience







‘(e) requlre any perso} that—ls subject to this .
; ions _Vlnformatlon and assista

g) Vundertake :‘any act1v1ty nec; ssary for_.the fulﬁ men
of ; any offthe functlons of the_Ofﬁce an




= ubject:-to such Delega
lition as‘ the Data Comrmssmne may 1mpose delegate
'any.power conferred under this Act

1) non—comphance w1th7 hapter 'i'Slx of 4the’
Constltut'o ~

iunder sectxon 11 «

. 01l 105 ~ Commissioner.
y present ¢ complamt t ) the Pub G Serv1ce Commlss1

(b) offered an opportumty 'to put in- a'defence-agamst
= -hiallegatlons -




ay be necessary for the propes d1scharge of th
functrons under th1s Act or any other relevant. law =

_ personal liability

: - 18 (1) Sub]ect to. sub sectron (2) no person shallga Registrationof
o data controllers 2
= as a- data controller or data processor unless regrstered th S

(2) The Data Comrmssron r shall prescrrbe thresholds
required for mandatory registration of data controllers and
data processors, and in making such determmatron he
DataCommrssmner shall consrder 3

":19 1'(1) A data controller or data processor requlred t_o iPPS‘:f:t‘:":: =
~ shall apply to the Data.




e (3) A data controller or datarprocessor who knowmgly:
. .supphes any false or rmsleadmg*'
( )cornm't‘ 'an'offence

: (5);A7 data controller or data processor shall notlfy the i
~ Data Commrssroner of a change in- any partrcular outhnedf::; =
under subsection (2). :

(6) On recelpt of a notlﬁcatron under sub sectlon (5) L = =
= the Data Comnnssroner shall amend the respectlve entry me
the Reglster j., S e = ."ff'

(D) A data controller or data processor who fails to
comply w1th the prov1srons of sectlon comrmts an offence

= 20 A reglstratron certlﬁcate 1ssued under sectron 1
= .shall be valid for a period of three years and the holder may
{’ 'i;j apply for the renewal after explry of the certrﬁcate o

21, (1) The Data Commrssroner shall kee

- —,,jmamtam a reglster of the regrstered data controllers' and'
"data processors - o -

: ?2) The Data Comnussmner may, at the request of a
—';:data controller or data Processor, remove any entry in th
= reglster Wthh has ceased to be apphcable =

~ (3) The reglster shall be : fpubl

f avallable for 1nspect10n by any person

= (4) Aj person may request the Data Comrmsswner for a
= :certrﬁed copy of any entry 1n the reglster :

) The Data Commlssroner ‘may, on 1ssuanc'_ of a S;":ggitg’f"tg =
= 3not1ce to show cause, vary terms - and _conditions of the certificate,
= ~cert1ﬁcate of reglstratlon or cancel the reglstratlon where, e




r(a) any 1nformatron g
- Irusleadlng, or :

= lawful excuse,_ §
reqmrement of th1s Act

23 i he Data Comrmssmner may. carry
udlts of the processes and. systems of the data controllers.z
= - _or data processors to ensure comphance w1th this Act

- 24. (1) A data controller or data processor may ~ De:
des1gnate or appornt a data protectlon officer on such terms ;:ﬂ‘ofﬁc'ei
_and conditions as the data controller or data’processor rnayf =
deterrmne, where—z . * :

(a) the processing 1sn carned out by a pubhc body or--
= ~ private body, except for courts actrng in. therr, =
-  judicial capacity; = - =

(b) the core activities- of the data controller or data[. =
- processor consist of processing operations ‘which,
by virtue of their nature, their scope or thelrf-; i
purposes, - require  regular and systematrc =

A momtorrng of data sub_]ects or = e

(c) the core actrvrtres of the data controller or the data_. e
_ processor . consist of processmg of sensmve =
_ categories of personal data == =

~ (2) A data protection officer may be a staff member of S
= the data controller or data processor ‘and may fulfil other - =

~ tasks and duties prov1ded that any such tasks and dutres do '4_' =
= not result ina conﬂrct of mterest : : . '

(3) A group of entities may appomt a smgle dataf: -
f’fprotectlon ofﬁcer provrded that such ofﬁcer is accessrble by* -
'feach ent1ty =2 : = =

—— (4) Where a data controller or a data processor is af{j" s
=t publ1c body, a srngle data protectlon officer may be» e =
i desrgnated for several such public bodles takmg mto =

: ;'jaccount their orgamsatronal structures ' : :

= (5) A person may be desrgnated or appomted asa data =
= protectron officer, if that person has relevant academic or -
_professional quahﬁcatlons which may include knowledge' =
and technical skills in matters relating to data protectron =

(6) A data controller or data processor shall pubhsh' f:
= the contact details of the data protection offrcer andri :
';A'commumcate them to the Data Comrmssroner 2 :




ure :on ehalf °, he data controller r dataf';
~ processor that this Act is cc i

ARTIV -—PRIN IPLESeAND,'OBLIGATIONS OF
- PERSONAL DATA PROTECTION

= (a) processed ;n accordance w1th the rlgh 0
- of the data subject =

: f"(b) processed lawfully, falrly ~and in-- transparent;,
= manner m relatlon to any data subject

it ;specrﬁed and leg1t1mateﬂ =
r»purposes and not further processe a
?v1ncompat1ble w1th those purposes

= (d) adequate relevant 11m1ted to what
f.;' relatlon to the purposes for whrch it

2 rate an i'where necessary,’-f ept' up t_,date
~ with every Teasonable step being taken to ensure; =

~ that -any inaccurate - personal 'data is eraSe
» f:’rectlfied w1thout delay, =

63F kept in a form wh1ch 1dent1f1es the__-:datai ubje
'!:,—f'ffor no longer than '

(g) released to a th1rd party,?ny w1t
: the data subjec 7 and -













ensure the protectron of personal data and to;
= ”.demonstrate comphance with this Act, takrng into

account the rights, and legrtrmate interests
.i—subJects and other persons concerned

=3 The data controller or data rocessor shall consult o
the Data ‘Commissioner prio “to the processing if a data
~ protection impact assessment prepared under this section
__indicates that the processing of the data would result 1n'a;
hrgh rrsk to the rrghts and freedoms of a data subject e

Sy (4) For the purposes of thrs section, a "data protectron, =
- ~ impact assessment" means an assessment of the impact of
-~ the envisaged processrng operat1ons on the protectron o
personal datiz- - = . e st 0
-3 (1) A data controller or data processor shall bear ~Conditions of
the burden of proof for establishing a data subject’s consent -
to the processrng of therr personal data for a specrfred e s
purpose e = ~ e .
(2) Unless otherwrse provrded under thrs Act a data,‘. e
subject shall have the rrght to wrthdraw consent at any, s
trme ' , caiete s S

(3) The Wrthdrawal of consent under sub sectron (2) 2
shall not affect the lawfulness of | processmo based on prror =
consent before its w1thdrawal‘*"' e s SEe

(4) In determrnlng Whet er consent was freely grven —
account shall be taken of whether, among others, the
performance of a contract, mcludrng the prov1sron of A

- service, is condrtronal on consent to the processing of = =
~ personal data that is not necessary for the performance of Tohae o
thatcontract == = , e

33 (1) Every data controller or data processor shallg ,',P:::;:ndga?: - ,_j ﬂ
not process persona] data relatmg to a chrld unless-_ = felmng o ch,ia =

(a) consent 1s glven by the chrld’s parent or guardlan ==

(b) the processrng is in such a manner that PrOtCCts 1 =
~and. advances the ﬂghtS and beSt 1nterests Of the*j' = -
chrld g St el = =

(2) A data controllera or data processor shall'_ el

mcorporate approprrate mechanisms for age verrﬁcatron; :
: and consent in order to process personal data of a chrld




2 (d){_possrbrhty of harm to a «
: processmg of personal data-

data processor that exclusrvely
protecti s to a child
- as set_,out“

. 4 »1) A dat 7controller or data processor shall at the'.i'_’:'f ricton:
stri the processmg of personal

- fr the personal data is contested by the
d ject, for 2 perrod enabhng the data»r :
: controller to'verlfy the accuracy of thedata;

(b) perso ' data is no. 1onger requrred for the purpose
v;of the processmg, ‘unless the data controller or data -
_processor  requires - the personal “data for the
.f.estabhshment _exercise or defence of a legal clalrn

_;',;»(c) processrng is unlawful and the data subject;f
~ Opposes the -erasure of the personal data and‘ =
requests the restrlctron of their use mstead or :

w,(d) data subject ‘has objected to _the processmg,;?r
= pendmg verification as to ‘whether the legrtrrnate:
interests of the data controller or data processor;:;
overrrdes those of the data subject”f" -
(2) Where processmg’ ( f personal data;rs estnct
'under thrs sechioe == Sl =

;(a) the personal data shall unless the _',data is f‘-berngj
- stored, only be- processed with the _data subJect 5

- consent or for the estabhshment _exerc T
_'_{defence of a legal clarrn the protectron of ,the'—
-~ rights. of another person or for reasons of pubhc_*
- }'mterest - ,.,
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(b) the data ontroller shall mform the data Subject_;_ = =
 before wrthdrawmg the restnctron on processmg of
 the personal data. : , e

: (3) The data controller or data processor shall

: r,,ﬂ1mp1ernent mechamsms ‘to  ensure that time hrmts

- f‘_’_{_estabhshed for the rectlﬁcatron erasure or restriction of

~ processing of personal data, or for a- perrodrc review of the o=
o need for the storage of the personal data, is observed :

= 35 (1) Every data subject has arrght not to be subject ﬁgigm:d = =
“to a decrsron based solely on ‘automated - processing, demonmamgg
= 1nclud1ng Pl‘Oflhng, which produces legal effects e

' concemmg or srgnrfrcantly affects the data subject

: (2) Sub sectron (1) shall not apply where the demsro
"ISf' =

; (a) necessary for entermg mto or performmg, e
== '_~' ~  contract between the data subject and adata- -
= confioller= =0 0 = o S

(b) authorrsed by a law to wh1ch the data controller 1s e
~ subject and which lays down suitable measures to e
 safeguard the data subject s nohts freedoms and =
legrtlmate 1nterests or = -

(c) based on the data subject S consent

el Where a data controller or data processor takes a
decision, which - produces Jegal effects or srgmfrcantly
affects the _data subject based solely on automated e eam
processrng—--f_-f*—;,., = e 5 =

(a) the data controller or data processor must as soon =
- as reasonably pract1cable notify the data subject in
~ writing that a decision has been taken based solely .
~on automated processrng, and » =

(b) the data subJect may, before a- reasonable perrod of
:  receipt- of the notification, request the data E
e controller or data Pprocessor to— 7—11'— = '

) reconsrder the deC1sron or :
(11) take a new decrsron that 18 not based solely on : e o
automated processrng = e el

(4) A data controller or data processor upon recerpt
of a request under sub- sectron (3), shall w1th1n a reasonable s
perrod oftrme— = e e s



The Data Protectzon Blll 201 9

-

(a) con81der the request mcludmg any 1nformat1on f

provrded by the data sub_]ect that is relevant to 1t
- f(b) comply with the request and

(c) by notrce m wr1t1ng 1nform the data subject of — "

(1) the. steps taken 1o comply wrth the request and e

(11) the outcome of complymg wrth the request

(5) The Cabmet Secretary may by Regulatlons make e
, such further provision to provrde suitable measures to
safeguard a data subJect s rights, freedoms and legitimate
~ interests in connection with the takmg of decrs1ons based =

solely on. automated processmg

: 36. A data subject ‘has a rrght to obJect o the-
processmg of their personal data, unless the data controller

or data processor demonstrates compelling legrtrmate

- interest for the processing which overrides the data

Objecting to
processing. —

- subject’s interests, or for the estabhshment exerc1se or' 2

defence ofa legal claim.

37 (1) A data controller or data processor shall not ¢

,Processing for =
- - direct marketing. —
prov1de use, obtain, procure personal data of data SHbject == =

_ for the purpose of direct marketlng w1thout prror consent of - '

the data subject. -

(2) A data subJect may obJect to processmg of thelr =

personal data for such marketmg, ‘which 1ncludes
proﬁhng to the extent related to dlrect marketrng

(3) Where a data subject obJects 0 processmg for the_" -
- purpose of direct marketing, the personal data shall

- no longer be processed for that purpose. =

(4) In thls section, “drrect marketlng” means - the =
- communication- of any advertising or marketing
material ~which 1s dlrected to any partlcular =

s f, 1nd1v1dual

(5) The Data Commlssroner may prepare a code of’

- practise which contains a practical guidance in =
relation to carrying out of direct marketing in

accordance with the requnements of this Act.

38 (1) A data subject has the right to receive personal
data concerning them in a structured commonly used and
machme-readable forrnat : :

Right to data
portability.
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() A dam subject has the right to transmit the data
_ obtained under sub-section (1), to another data controller or

* dampiocesol witoutany bindmnee, -

(3 Where technically possible, the data subject shall

- have the right to have the personal {d;atavfrt@ganiftted directly
~ from one data poir_ltrdller-qupi’bcesrsor ftg;_:an@ther; e =
O Whorodat conroller o data procesor declnes 0
~ comply with a request under sub-section (3), the Data
~ Commissioner may make a determination on the technical
= capacityLof.t_he‘;datgcpntrqlrler;g;r;—data;pfr()éessdt"' =
(5 The right under this section shall not apply in

_ Chicumsianeeswhiers . - o2

(@ processing may be necessary for the performance

 of atask carried out in the public interest or in the

- cxercise of an official authority:or

 (itmay adversely affect the rights and freedoms of

others=

- (6) A daia controller or data processor shall comply
~_ with data portability requests, at reasonable cost and within
~ aperiod of thirty days. - =
- (7) Where the portability request is complex or
~ numerous, the period under sub-section (6) may be
~ extended for a further period as may be determined in
- consultation with the Data Commissioner. -~

Limitation to
= s e as e b i
~ personal data only as long as may be reasonably NECeSSAry  personaldata:
~ to satisfy the purpose for which it is processed unless the e e
Sorefenfionis e o oo e Te - :

~ 39.(1) A data controller or data processor shall refain !

(a) required 'Of'authaﬁscdfby;'awg-e; o

() reasonably necessary fora lawful purpose;
~ (©) authorised or (A:fons:ent'ed-by'f‘-__th_é_fdat'aﬁﬁbjaét}ié{ =

- (@ for historical, statistical, journalistic literature an
i _artor research purposes. = =
(A data controller or data processor shall delete,

 crase, anomymise or pseudonymise personal data not

necessary to be retained under sub-section (1)-in a manner
~as may be specified at the expiry of the retention period.
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ecuﬁcahon and

40 (l) A data su bje: t mayrfrequest a data:controller or
ata processor — e .

(a) to rectlfy wrthout undue delay personal;data”im 1ts
~ possession _for_punder its control that is 1naccurate
= out-dated 1ncomplete or rmsleadmg,

(b) to- erase or estroy wrthout undue delay personal
~ data that the data controller or data | processor is no
longer authorised to retarn 1rrelevant excesswe or e
obtamed unlawfully = =

ae (2) Where the data controller has shared the personal

e data with a- thll‘d party for. processmg purposes, the data
= I _controller or data PYOCESSOT ¢ shall take all reasonable steps 7

: to inform third parties processmg such data that the data

s 'f_ subject has requested, : = e

: ._}(a) the rectrﬁcatron ; of such personal data m,therr

possessron or under therr control that is 1naccurate iee
out—dated mcomplete or rmsleadmg, or

2=

(b) the erasure Or destruct1on of such personal data
 that the data controller 1S No- longer authorised to

retain, 1rrelevant _excessive or *obtamed e

unlawfully = e s

(3) Where a data controller or data processor IS
i requ1red to rectrfy or erase personal data under sub- sectlon e -
(D), but the personal data is requlred for the purposes of 5

_evidence, the data controller or data processor shall, instead =0
- of erasing or rectlfymg, Trestrict its processmg and 1nform
the data subject wrthm a reasonable time. e

41. (l) Every data controller or data processor shall Da‘aPm‘ec“O" b¥ Ek

St - designorb
e 1mplement approprrate techmcal : and orgamsat1onal - deffm %

measures wh1ch are desrgned—r' e e e
(a) to- unplement the data protectlon prmc1ples in an
effectlve manner and = s 7L o
(b) to 1ntegrate necessary safeguards for that purpos' —
_' _ into the processmg B

(2) The duty under subsectton (l) apphes both at the

t1me of the determination of the means of processmg the
data and at the time of the processmg e

;_». : (_—_)fAr data controller or data processor shall
E 1mplement approprrate techmcal and orgamsatronal
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= e

* Who provides sufficient guarantees in respect of
organisational measures for the purpose of s

(&) the data conoller shall opt for a data processor

complying with section 41 (1);and

. ‘enter into a written contract which shall provide.
=~ - that the dafa _ processor shall - AL oy o

e iriStructiOn_'swf@péiié@d‘;.ftciriifth}cfdét@ controllerand -

~ chall be bound by obligations of the data -
—~ commoller.= = =

~ (b) the data controller and the da a processor shall

~ (3) Where a data processor processes personal data =
~other than as instructed by the data controller, the data

~ processor shall be deemed fo be a data controller in respect.
~ of that processing. = e

- (@) A data controller or data processor shall take all

ble steps to ensure that any person employed by or

~ reasonable steps to ensure that 3 =
~ acting under the ‘authority of the data controller or data =

~ processor, complies with the relevant security measures.
= 43 (1) Where personal data has been accessed or Notificationand . -
= e S e e SeEET e - communication of

- acquired by an unauthorised person, and there 1s a real risk preach

~ of harm to the data subject whose personal data has been

~ subjected to th -~ unauthorised access, a data controller

= T'ZWi;thinfsey_eﬁt—y‘;;t\j&q ";rhmir:s’,rdfubécéinirl_g: aware of = =
. Siehbeachiand -

(@ notify the Data Commissioner without delay,

~ (b) subject to subsection (3), communicate to the data

* subject in writing within a reasonably practical e
~ period, unless the identity of the data subject. -

~ cannot be,;estgblished.’j.

~ (2) Where the notification to the Data Commissioner

~is not made within seventy-two hours, the notification shall

~ beaccompanied by reasons for the delay. e

= (3)1TWh§ré 57ar_."jdafé‘:'fpri)CESSof"’ becomes aware of a :

"1,',p_e,r‘s,0na1i data breach, the data processor shall “trlqtriwfry-_the* S
~ data controller. ,Witho.ilt;:'-idelay _and where reasonably =

=  practicable, within forty-eight hours of becoming “aware of
“{,,.,suc,h_'b'reac,h,; -

e }(4) The datacontroller may 'iidéléi : ::or}{"?réstr‘ricit :

~communication referred to under subsection -(1),:_;(‘b)'7 ‘as :



purposes of preventron
offence by the concerned

t to take protectrve dmeasures Aagams
equences of the data breach mcludmg :

(b) descrtptron of the measures that the data controller«i
~_or data processor 1ntends to take or has taken to
L address the data breach =i

, nrthe measures- to"be taken by
_the data sub_]ect to- rmtlgate the adverse : 'ffect 'of
the secur] ompro_nnse s

" (d) where apphcable the 1ty o,;the unauthorrs

~person who may ave accessed or acqurred he
personal data and e = e

= (e) the name and contact detaﬂs of the data protectlon
' ~officer where applicable or other contact pomt
from Whom more 1nformat10n could be obtamed

= (6) The communrcatlon of a breach to the data subject
= shall not be _required where the data controller or data
~ processor has nnplemented approprlate security safeguards;
whrch may mclude encryptlon of affected personal data.

2 (7) Where and to the extent that 1t is not possrble to:f
== prov1de all the 1nformatton ment1oned in subsection (5) at

the same time, the 1nformat10n may be Provrded in phasesf
't_,_w1thout undue defay. & =

(8) The data controller shall record the followmg
tnformatlon m relatlon toa personal data breach— &

(a) the facts relatmg to the breach_
(b) 1ts effecfs and : '

(c) the remedlal actlon taken -

’ "E;”.PART,V . GROUNDS FORPROCESSINGOF -
~ SENSITIVEPERSONALDATA

= 44 No category of sensrtlve personal data shall bee_ f;::ﬁfi"ge‘r’:onai - =
— processe_ 1 nless sectron 25 apphes to that processmg = - =

i data e
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47 (1) The Data Commrssroner may prescrrbe further'{ :;'zheflfawg()ﬂes ~
S sensitive - - -

= ;_‘Vcategones of personal data whrch may be classrﬁed as_,;*Personal G
= ‘sensrtlve personal data e : S

= (2) Where cateoorres of personal data have been' =
j,if,,-ijspeCIﬁed as sensitive personal data under subsection (1) e
 the Data Commissioner ‘may specify any further grounds on i
~ which such specrfled categones may be processed havmg‘ =
= regard—,

(a) to- the rrsk of s1gn1flcant harm that mayr,be:caused’g -
= g data subject by the processrng of such:.._:,‘,,,.__
e category Of personal data; —

- (b) to the expectation of confrdentlahty 'attached o =
- such category of personal data: o= o0 s

(C) to whether a srgmfrcantly dtscermble class of data e
: subjects may suffer srgnrflcant harm from the
processmg of such category of personal data and =

(d) to the adequacy of protectron afforded by ordmary';—_;- -
‘ provrsrons apphcable to personal data e s
=~ (3) The Data Comrmssroner may specd"y other"_f.;:"'*'— '
—",categorles of personal data wh1ch may requrre addltronal S
Safeguards or restrictions. T
PART VI - TRANSFER OF PERSONAL DAT"
OUTSIDEKENYA et

48 (1) A data- controller or data processor rnayf Conditions for -

— : fer out of
j-—transfer personal data to another country only where— -~ ;Z’;Sy:r s -
(a) the data controller or data processor has glven = 7 =
_proof to the Data Commrssroner on the approprrate:i;' = —
_safeguards with _respect to the secunty and- .
__protection of the personal data = : =

(b) the data subject has given consent to the proposed s
transfer, after having been informed of the possible = =

~ risks of the transfer such as the absence ofecr

approprrate securlty safeguards or ~ :

(C) the transfer is necessary— = - e

(1) for the performance of a contract between the =
~ data subject and the data controller or data -~ =
~ processor or tmplementatron of pre. = =
- contractual -measures: taken at the data"f i e
fsubject S request - et



The Dara Protecnon lel 2019 7 =e o 697 -

(11) for the conclusron er performance of a
- contract. concluded in the interest of the datai r v
,Sllb_]CCt between the controller and anotheri e

(111) for any matter of pubhc mterest

(1V) for the estabhshment exercrse or defence of a;{_{j =
legalclaim; = e

*(V) in order to protect the V1tal mterests of the e
data subject or of other persons, where e :
“data subJect is phys1ca11y or legally mcapablef'j e
of glvmg consent or >

(vr) for the purpose of compelhng legltrmatef;ij; =
 interests pursued by the data controller or
data Processor which are not overridden by =
-the mterests rrghts and freedoms of the data'i e
subJects e = = =

- 49 (1) The processmg of sensmve personal data out of Sa’f:é}‘%-‘!afasi’ﬁf’? =
e to transfer of -
;;_Kenya shall only be effected upon _obtaining consent Of @ personaldataout

= f'_data subject and on obtammg confrrmatron of approprrate of Kenya.
':"—,;;:vsafeguards e .

= 2) The Data Commrssmner may request a person who = s
= transfers data to_ another country to demonstrate e -

_feffectrveness of the security safeguards or the exrstence of e
compelhno legrtrmate interests. - ,

~ (3) The Data Commissioner may, in order o protectz = =
= l’the rights and fundamental freedoms of data subjects, =
proh1b1t suspend or subject the transfer to such condrtlons e
=== a5 may be determmed - .- - =
. 50. The Cabinet Secretary may prescrrbe based on Processiie
-~ 'i-»grounds of strategic interests of the state or protection of tsl;?/‘;glz)rad(:::\a =
~ revenue, certain nature of processmo that shall only be centie inKenya.
3 .seffected through a server or a data centre 1ocated m Kenya - =

PART VII EXEMPTIONS

- 51 (1) Nothmg in thlS Part shall exempt any data - General &
;,controller or data processor from complylng with data fx.cm!ons“
- protection pr1n01p1es relating to lawful processmg,j?j :
;'rmmmlsatlon of collection, data quality, and adop_tmg
";.securlty safeguards to protect personal data. - e

-2

e (2) The processmg of personal data 1s exempt from the 77‘71 -
= ,:"pr0V1510nS Of thls Act lf__ - =
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'(a)ilt relates to processmg of personal data by an
“individual in the course of a purely personal or
.'household act1v1ty, =S e L :

(b);rf 1t 1s necessary;g forinatlonal securrty? ? T publlc

or by an order of the court

(c) dlsclosure' 18 requlred by or under any 'wntten law fj

52 ( 1) The prmcrples of processmg personal data shall J"“mahsm’

e not apply where—:_,, -

= -_pubhcatlon ofa hterary or artistic matenal

(b) data controller reasonably beheves that pubhcatlon =
= "would be i in the. publlc interest; and e

(c) data controller reasonably believes that in all the_f:,_», :
~ circumstances, compliance with the provrslon s
1ncompat1ble w1th the specral purposes. S

=2 terature and art

- (a) processmg s undertaken by a person for the :

(é) Subsection (1)(b) shall only apply where lt,can be

demonstrated that the processrng is in comphance with any

self—regulatory or issued code of ethics in practlce and 7 -

relevant to the pubhcatlon in questlon

 53.(1) The further processing of personal data shall be ;‘:;esgfl*;n?:torg
~ compatible with the purpose of collection if the data is used =

 for historical, statistical or research purposes and the data

~ controller or data _processor shall ensure that the further

- processing is- carried out solely for such purposes and wrll
,not be pubhshed in an 1dent1ﬁab1e form : ,

= (2) The data controller or data processor shall take —
’fmeasures to establish appropnate safeguards agamst the
'_; f records bemg used for . -any other purposes. =

3 Personal data WhICh is processed only 'for research
-‘,purposes is exempt from the prov1s1ons of th1s Act if—

(a) data is processed m comphance w1th the relevant

COIldlthIlS and -~ & = =

(b) results of the research or resultlng stat1st1cs are not

~made available in a form whrch 1dent1f1es the data e -

= {; subJect or any of them.

54 The Data Commrssroner may prescrrbe other
‘:‘mstances where comphance w1th certam provrslons of this -
":Act may be exempted : =i e

Exempuons by the:f- =



..,_(2) The data sharmg :ode ‘under sul :
1pec1fy -on the 1awfu1 exchange of personal data between

(b where the "Data Commlssmner 1S ’unable to arrange _

5 Commlssxoner

within a reasonable time, for “the ~amicable
= resolutlon by the partles concerned notlfy e

= wntmg, the 1nd1V1dua1 who made the complamt of!_;

rnnnssmner may, for the purpose'r :
omplaint, order any person to—

3 :Investxoanon of =
_complaints -

'f'may be reqntred w1th respect to any matter,"*; ,
.relevant to the 1nvest1gat10n ~which the person is
not prevented by any other enactment fromi. =

dlsclosmg,




Enforcement o
notlces e

= 1S /alhng, to comply w1th any =
= prov1sron of*thls Act theData Commrssroner may Serve an :;f,, S
enforcement notice on that person requlnng that personto

' ch eps an within such penod as may =De peCIfred

: (2) _An enforcement notice served under subsectlon ( 1)
,i’ﬁ_:’shall—— e

: "shall be taken to remedy
or_ ehrmnate the situation Wthh makes it hkely
that a contraventlon w111 anse =

(d) state any nght of appeal
(3) Any person who

I a ‘ﬁne not exceedmg ﬁve
== ) ,shllhngs or to 'mp, sonment - for a term not
fr’;jexceedmg two years, or toa both. = =
= 7 For the purp ugathenng 1nformat10n or for Powertosesk
= Sy assxstance

= -any investigation under this Act, the Data Commlssmner

~ may seek the assistance of such person or authomty as they = =
~deem fit and as is reasonably necessary to- assist the Data
';{;Cormmssmner in the drscharge of therrfunctlons :

= 60 ‘The Data Comrmssmner upon obtammg a warrant Powerofenry
';f"from a Court may enter and search any premlses for ‘the 'a?d»s*?a:rCh' =

rjjpurpose of dlschargmg,i any functron or exer01smg any =
= '»power under this Act =

= Qbétruct.ion of
—Pala- e e
- ,_{,Commlssmner :

; 61 A person who 11
".—,,-power conferred by sectlon 9

latirqﬁ"m?the exercise of a




' *(b) farls to provrde ass1stance or 1nformat10n equested :
'{by the Data Comrmssroner - =

= (c) refuses to allow the Data Commrssmner /tov enter :
- any premlses or to take any person ' th hem 1n
: 'the exercrse of the1r functlons =

(@ nges to the Data Comrmssroner any 1nformatron,
‘whrch 1S false 9 mlsleadrng in any materral aspect

= fcomnuts an offence 'and is lrable on convrctlon to a
fine not. exceedmg five million shrlhngs or to unprlsonment
for a tenn not exceedmg'two_years or to both =

62 (1) If the Data Commrssmner is satlsﬁed that a
person has failed or is falhng as descnbed in section 58, the
Data Comrmss1oner ‘may issue a penalty notice requrrmg’
the person to pay to the Office of the Data: Commssroner

an amount spemﬁed in the notrce

- (2) In decrdmg whether to give ‘a penalty notrce to a
person and determrmng the amount of the penalty, the Data =
Comrmssmner shall SO far as relevant have rEpad -

‘Q(a) to the nature gravrty and duratron of the farlure =
(b) to the 1ntent10nal or neghgent character of the

(c) to any actron rlaken by the dataicontroller or data;; }'H- :
,'t1gate the dama r drstressE

'techmcal and orgamsatronal measures

(e)to any relevant previous farlures by the 'data
= controller or data processor; - =
(f) to the degree of co- operatron - with the Data

'Commissioner, in order to ‘remedy the failure and
rrutlgate the possrble adverse effects of the farlure =

(g) to the categorres of personal data affected by thei

fmlure . e

(h) to the manner in whrch the mfrrngement became =
~known to the Data Commissioner, including
whether and 1f 50 o what extent the data5_'*;i _'




U=




Annual estimates

rj_zlmated expendtture of the Ofﬁce for the - mancf -
O - - shall prowde ,for

(a) the payment o e
rges in respect of the staff of the Ofﬁc S

® th payment “of pensions, he
charges in respect of retlrementrbeneﬁts which are
Ofﬂce,




\,repert before the Natronal Assembly w1th1n three rrionths offﬁ

rrecelpt of the report under subsectlon (1)

(3) T he annual report shall contaln’ in |
ear to Wthh it relates =2 =

mmrssmner may con81der" appropn ! e relatmg':'
heDataC» €r’S : e

(d) any 1mped1ments to the ac evements of the ob_]ect
: d: purpose of thrs Act o 'any wrltten law and

[ I giving effect to ~thi Ac arid' for prescnbmg
fanythmg required or ne essary to be pres - by « -




(c) the conten_t Wthh a notre‘ or>reglstr-at10n by a
~ datacontroller or data processo should ‘
i"(d) mformatl . pr 2 subject
 such information shall be provrded =

(b) the authonf 7 t :
= regulatlons 'under thls Act w111 be hrmted to
-'fjbrmgmg into effect the provisions of this Act»and'
a?fulﬁlrnent of the Ob_]eCthCS spemﬁed under this

(4) The pnn01p1es ‘and - standards apphcable to the-.:,;
atec ‘:power referred to under this Act are those foundr: =




: 6tfenceso
e = unlawful
compatlble  disclosure of

'has been collected personal da

adyertrsement 1nd1cat1ng that personal data is or may be for-
~sale constltutes an offer to sell the personal dafa.

73. (1) A person who ‘commits an offence under thlS— Geﬂefal Pe"a“y
- Act for which no specific penalty is- provrded obwho =
otherwxse contravenes this Act shall, on conviction, be s
iable to a fine not exceedlng three rmlhon shllhngs or to. an S
'mprrsonment term not exceedmg two years orto both

== (2) In addltlon to any penalty referred to in sub- - e
sect1on (1), the Court DAy e s o -

o ;;(a) order the forfeiture of any equlpment or any artlcle
- used or connected in any way w1th the commlssron
= ofanoffence or et e

(b) order or pI’Ohlblt the domg of any act to stop a—r
contmurng contravent1on =
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SECOND SCHEDULE (s 75)

CONSEQUENTIAL AMENDMENTS

o Wntten Law Prov181on

~ Birthsand s 7
= ,Deaths Act (Cap
' :,149) -

- 'Caprtal Murkets s 11(3)
:-_:V'Act (Cap 485A) =

. Insertion

~ ofnew

Amendment

Add the followmg new sub SCCthl’l;j:

‘_ lmmedrately after subsection (3)... =

@) The Reglster shall be maintained
~in accordance with the principles of data

' protectron set out in the Data Protectlon =

= Act

Insert the followmg new paragraph.',f =

= rmmedlately after paragraph (v)— :

(va) ensure processmg of personal data in -~
the ‘operations of capital markets is

- in accordance with principles set out
= under the Data Protectxon Act 2018, -

Insert - the followmg new sectlon':' "
1mmed1ate1y after sectlon 13B—‘_7 = =

sechon - - - , =
= ,fData, 13C vaThe = prmcrples =i

-protectlon personal data protectron -as- set out

- pnnc1p1es in the Data Protection Act shall

: - A,18C<_‘(2)'

Independent ,s7235 =
— Electoraland

Boundanes -

= 'Commlsswn Act.

_:;apply to the collection  and

processing of personal data by the :

- Authority any person’—f‘:
= *:»authonzed by the Authorlty :

Insert the followmg new paragraph

-nnmedlately after paragraph @ —

(e) mechamsms of protectmg personal 5

data of the data subjects in

comphance w1th the Data Protectron
1Aet ' : =

: Addmg the followmg new paragraph

, 1mmed1ately after paragraph (h) —

(i) the pnncrples of personal data

- protection set out in the Data
~ Protection Act shall apply to the
~ processing of personal data of

fvoters under thrs Act i




= Councﬂ Act
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- fs’:._27 Addmg the followmg new subsectlon: :.
s 1mmed1ate1y after subsectlon Q)=

: (6) The Commrssron shall ensure the"_f
e management of personal data S

e -accordance w1th the prmcrples of personal..: =
- data profection as set out in the Data_” e

- = Protectlon Act

Kenya Natlonal i5: 10(2) Insert the followmg new paragraph
~ Examinations s 1mmed1ately after paragraph (m)—: s

(n) to ahgn its Regulatlons on the

1nformat10n Wthh consrsts
personal data w1th the
Protectron Act :

Employment Act s 61 - 'Addlng the followmg new subsect1on— -
2007 = = =

i a reglster the register shall be ‘maintained

i ‘accordance with the pnnc1ples of data
~ protection as -is out in “the Data:

= ',Protect1on Act

: ThéiKenya' = Insertlon _,f _ Insert the followmg : newsectron o

_ Citizenship and of new Lf' 1mmed1ate1y after section &= =
Imrmgratlon Act SCCthIl = = i -
2011 = =

= Personal -3 Personal data - of
~ = dataof 1nd1v1duals obtained under this

- »1nd1v1duals Act shall be held and maintained -

Data Protect1on Act

Bas1c Educat1on s 79 Add the followmg new sub sectronli

Act 2013 = *»1mmed1ate1y after sub-section (2)—:'

e -3 The Board shall deal wrth anyj,—i s

e relevant personal data collected and so
=~ - = heldinthe reglster accordmg to the data
= e ;';pnnmples set out in the Data Protectlon,: =

Umversmes Act .. 13 “Add the followmg new sub sectlon"‘f =

2012 = "1mmed1ately after sub sectron (3)

collectron and processmg Of‘},’.’ﬁ‘f-

- () Where an employer malntalns such

- in accordance with the pr1n01ples1,'lr =%
- of data protection set out in the



”*"2000

- Crime Act, 2009

. Act 1998
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(3 A) Any 1nformat10n contammg
personal data presented 0. " the{:

- Commission  shall be handled

- accordance with data protectlon prmcrples =

o ~ setout in the Data Protection Act.

,-The Central — 36 (6) 7 Insert the followmg new. sub sectronl":

= Depos1tor1es Act i ,1mmed1ate1y after sub-section (6) —

DA record of depos1tors requlred by -

~ an issuer under sub-section. (1) shall be =

issued and maintained in- accordance-

~ with the prmcrples of data protectlon set :

7 ~outin the Data Protectron Act 2019 :

- S47 1 Insert the followmg new sub sect1on,': —'
: S 1mmed1ate1y after sub section (1)—— e

(®) The drsclosure of mformatron under';v-—i
this Act shall be done accordmg to the

~ data principles - set out in the Data-' =

Protectron Act 2019.

Ant1— Money : s40 > 7:  Insert the followmg new sub sectlon?

Laundermg and i ’lmmedlately after sub sectton (1)——
~ proceedsof . (2) The sharing of information by the

~ Centre shall be wrth adherence to the data

prmcrples set out in the Data Protect10n -
~Act, 2019. - ~ - 5

- sl ~ Insert the followmg new sub sectron“f
s mmedrately after sub- section: (1)— :

(2) the 1nformat10n collected on natural =
,persons under this section shall be dealt
~ according 0 the data principles set out in

the Data Protection Act, 2019. :

;Kenya s s.23 (2)  Insert the following new paragraph :
~ Informationand 1rnmed1ately after paragraph (e)—— S =
Communications =

~ (ee) ensure processmg of personal data of
subscribers is in accordance with
pr1n01p1es set out under the Data,
Protectlon Act 2019.

= j s253) Insert the following new paragraph
= 2 1mmed1ate1y after paragraph (c)——






|  _~ data out of Kenya.

~ TheDataProtectionBill,2019 = =

~ MEMORANDUM OF OBJECTS ANDREASONS
- 'Startiemeiit:'ofrqub_cits, and reasons = =

 The principal object of this Bill is to give effect to the right to -

~ privacy as provided for in Article 31(c) and (d) of the Constitution by

- setting out the requirements for the protection of personal data =

~ processed by both public and private entities. Further, the Bill outlines -

the key principles that shall govern the processing of personal data by both

- public and private entities, while setting out the rights of data subjects and =

~ the duties of data controllers and data processors.

~ PART I of the Bill provide for preliminarie
= _'andpurposes’of,theBil_}; e

and sefs out the objects

~ PART II establishes the Office of the Data Commissioner, provides

fQ'r,‘t’he appointment, qualifications, functions, powers, rcmroya,lrb»f theData =

Commissioner.

~ PARTII fpfo’yideS,r'foljth’e"fr'egi_rs‘tratrion; of both défa.coﬁtrdilérs and

~data processors. It outlines the application procedure including necessary

thresholds and exemptions, duration of the licence, cancellation of the

- registration, periodic audits by the Data Commissioner and possibilities

- for the designation of the data protection officer.

~ PART IV outlines the principles for the pfobéssihg of personal daté, =

the rights of data subjects and exercise of such rights, conditions for

consent, principle of data portability, retention and rectification of

personal data, data protection assessments, processing of data belonging to
~ children and notification procedures in instances of breaches. -
~ PART V outlines the grounds for processing of sensitive 'pérsonal -
~ data including further categorization of sensitive personal data.

 PART VI provides for the conditions for the transfer of personal data

~outside Kenya and provision of safeguards prior to transfer of personal '

~ PART VII provides for the_eXemptiOhé 'té"prééessing~- of 'pérsonal— -
_ data the development of a data sharing code. = =

~ PART VIII sets out enforcement provisions of how the Data
~ Commissioner may exercise the powers granted to them under the Act.
. PART IX provides for financial prbvisions,- reporting _mechanism,
_ and management of funds by the Office of the Data Commissioner.

?;_I_’AR‘T X contains pxoviéidns on regulations






